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W h o  m u s t  c o m p l y  w i t h  t h e  S e c u r i t y  R u l e  a n d  w h e n ?
All covered enti t ies must  comply with the Securi ty Rule.   HIPAA defines a
covered ent i ty  as  al l  (a)  heal th plans,  (b)  heal th care clear inghouses,  and
(c)  heal th care providers  who “engage electronical ly in the transact ions for
which s tandards have been adopted.”  The HIPAA defini t ion of  a  Heal th
Plan specifically ci tes the mili tary’s health plan as a covered enti ty.   The
mili tary treatment facil i t ies (MTFs) and other mili tary providers treating
the mili tary and beneficiary population uti l ize a number of the standard
transact ions,  making them covered ent i t ies  as  well .   DoD covered ent i t ies
must  comply with the Securi ty Rule by Apri l  21,  2005.

W h a t  i s  c o v e r e d  b y  t h e  S e c u r i t y  R u l e ?
HIPAA defines protected health information (PHI) as individually
identifiable health information that is maintained or transmitted in any form
or medium, except  for  information in records covered by the Family
Educational  Rights  and Privacy Act  and employment records held by a
covered ent i ty  in  i ts  role  as  employer.   The HIPAA Privacy Rule covers  PHI
in al l  forms (paper,  oral  and electronic) .  The HIPAA Securi ty Rule applies
only to PHI that  is  maintained or t ransmitted in electronic form (EPHI).

The Securi ty  Rule requires  protect ion of  a l l  EPHI,  regardless  of  where or
how i t  is  used.   The rule does not  different iate  between internal  and
external  t ransmissions ,  “data  a t  res t”  (s tored or  in  process)  or  “data  in
motion” (in transmission).   Security must apply to all  electronic “systems”
which HIPAA defines as  “interconnected set[s]  of  information resources
under the same direct  management control  that  share common functionali ty.
A system normally includes hardware,  software,  information,  data,
appl icat ions ,  communicat ions and people .”   (164.304)   This  broad
applicabili ty gives the Security Rule a unique organizational slant and
accounts for  the comprehensiveness of  the Rule’s administrat ive,  physical
and technical  safeguard requirements.

Almost  al l  e lectronic devices today contain microprocessors.   Although the
Securi ty Rule applies  to any electronic computing device,  DHHS has
clarif ied that  i t  intends to include only “software programmable computers,
for example personal  computers,  minicomputers,  and mainframes.” (Final
Rule ,  p .8342)  Laptops ,  tab le t  computers ,  PDAs and o ther  por tab le
computing devices  are  included,  whether  they are  a  s tand alone device or
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are  l inked to  another  system or  network by wire  or  wireless  connect ion.
Copy machines,  fax machines and telephones are not  included as  long as
they are  not  networked or  par t  of  a  computer  sys tem.  For  example ,  a
stand alone copy machine is  not  included but  a  copy machine that  is  a lso a
network printer  is .   While telephone communications and fax
transmissions are  not  covered,  te lephone voice response and “faxback”
systems (where a request  for  information from a computer  is  made via
voice or  te lephone keypad input ,  with the requested information returned
via  fax)  are  covered by the Securi ty  Rule.   I t  i s  important  to  note  however,
that  while  things l ike voice mail  and paper  to  paper  faxes are  not  covered
by the Securi ty Rule,  the Privacy Rule requires protect ion of  al l  PHI in any
form.

W h e r e  m u s t  I  a p p l y  t h e  S e c u r i t y  R u l e ?
A covered ent i ty  is  expected to  apply securi ty  safeguards to  i ts  ent i re
“facil i ty” — defined as the “physical  premises and interior and exterior of
[ i ts]  bui lding[s]” — and the “systems” therein.   However,  i t  does not  end
there.   The DHHS explains that  “a covered ent i ty’s  responsibi l i ty  to
implement  securi ty  s tandards extends to the members of  i ts  workforce,
whether  they work a t  home or  on-s i te .”   (Final  Rule ,  p .  8339)  A covered
ent i ty  must  have pol ic ies  and procedures  that  apply HIPAA standards  to
employees  who take work that  contains  EPHI home,  or  who connect  to  the
covered ent i t ies  systems from home or  elsewhere,  such as
transcr ipt ionis ts ,  c la ims processors ,  physicians and researchers .
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